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GEETE TEXH N HICA X
AROT Application Root of Trust N FHARAS A
EFUSE One Time Program memory Rﬁ‘é‘%‘@;ﬂ{kﬁ@ﬁﬁ%‘é
IBL Immutable Bootloader AN AR 5| G
MBL Mutable Bootloader CIE:E1RE
MP Mass Production B, X BRI
NSPE Non-Secure Processing Environment e X AT IR
OTA Over the Air upgrade 2 T2
PROT PSA Root of Trust PSA HR{51E
PSA Platform Security Architecture SR e e |
ROTPK Root of Trust Public Key WASEAH
ROM Read-Only Memory RAAEif
SPC Security Protection GRS
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GigaDevice
1. TR
1.1. A

1.2.

TARRIEN T RN RGBT RIS — K59 B IR Z 8 pr A A i) A A e B A
KEAWA KBS —RERE %S RRAERT BN, MR N — sy
By A se B

T PRIESE — %8 MR 2 A, BATEE — DT HATRE R BUEAE ROM w, FRZ AT
513 (ABL). Hmzhy AgBlie AL emah)E, Mok ERitgiE, REEapis 1BL
HKISATER AR L, BT AARE S DI — %58 2miif 7RG .

BEATHATREF B AE FLASH T3k, #rZ A2 515 (MBL). IBL £ 3755 1E MBL &
EUEME RN, BEE S, A Rk MBL.

JE AT AT RSB, AT DUKREE FH Pk Bl e FLASH 50 SRAM. 1 A #r ki o, <4
VORBARRL JAE FLASH 1817, RIEE P &S, JFHnEMTHITRF B AR PSA EERERF
(PROT), MAME(FHRIEF (AROT) FHE%4FEF (NSPE).

SRR EE N A& 1.1. 527, Hh IMAGE 2% PROT. AROT #l NSPE =& &1k,
AROT R¥E%E O EH], KATM SDK A=,

B 1.1. 5| 83#&

MBLIE i 561 IMAGE & i 36:41E WIUEIE K WILEALTE K

PSAREAE SRR A R
(PROT) (AROT) (NSPE)

i 55

FLASH X

FLASH #i %I W & 1.2. FLASH #£). FLASH @45 3E ko> Az 4 &bl (0x0c000000) A1k
AR hl (0x08000000), 47 fig =S (Al ML @ teny, (2 atbtyin, k2 HIEL
AHhbT . T R TR, & 1.2. FLASH AV 22 4 3Ll A5 Sk 15 BH 4% 3845 1
St .
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GigaDevice
& 1.2. FLASH #i%I
0x0C000000 ‘ System Setting ‘
| MBL |
0x0C008000 ‘ System Status
0X0C00A000 T
IMAGE 0 Tl
PROT
> AROT
NSPE
IMAGE 1 o
‘ Security Data ‘
‘ User Data ‘
OXOC1FFFFF
1.3. SRAM # )

SRAM % W& 1.3. SRAM #%). SRAM 55 It bt th 4 22 4= & ik (0x30000000) FiHfE %

AF bl (0x20000000), M7EME2S R A 274 @ IEny, R Zaethbvin, kI 4

HudiE g i) o P e AAE 22 4t B Ay 8] R i W 8 20 PR 0 BE 15 0L

& 1.3. SRAM #X

0x20000000 \ ROM used \
0x20000200 ‘ Shared data ‘
0Xx20000A00 ‘ MBL used
PROT used
AROT used
NSPE used
0X2006FFFF
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2.

B E

WSR2 4 R EThae, FERE EFUSE LU Flash &0, W% SIPFlash, 7% %
# EFUSE 1 Flash &5 747, W& QSPI Flash, X7 %% & EFUSE.

ks image-mp.bin, FTIF& O TE, MR4EUTEIRKMA @GS, RELERSH.

SIP Flash

Jash i (EFUSE)

- KRG EBETIT.

- #efusesetctl 1

WEIIEET (EFUSE)

- RUEETE ROM 2 B 28l MBL B FIHER A, RRERE, AR
WEM A B R 2428 3.

- #efuse set tzctl 0xcO

w#H ROTPK (EFUSE)

- ROTPK FIKI&IE MBL [ R FETS, B IF=A4 07150 S % BRI 1545 )N
W5, UM ) ROTPK AT LASGHIE A& AR ) SDK A sl uE B AIE fF . & tzetl 1)
BIT2 25, ROTPK ##i(E, ALk, Fidar4 ROTPK B ATEH]

- # efuse set rotpk
fO0cc01¢8a384bdc8694b254f4dd3f8b86a25ae6ca2082c838e780e42c2b157a2

- #efuse set tzctl 4

ffifig Trust Zone (FLASH OP)

- {#ifE Trust Zone J¥ SPC 45| 5B A 0. OxAA FREZIRI 0 0, 0x55 LKL
TR AN 0.5, Ox11 ARFERI AN 1.

- #fmcob set obr 0x80AA

%% SECMARK (FLASH OP)

- @4 SECMARKIO-3]7] LA FISKEC & FLASH 24 X IFE L 4% 8-

- fmcob set secmark <index> <start page> <end page>

-+, index A 0-3, [start page, end page]iu [N vz 44 [a], page K/NK 4KB.
X HEFEARYEA P E S FLASH #ik, # PROT #4142 #5(%) Page Index 3% end
page, JFHTIRE I PROT KR RNEZAK K 2% . SECMARK HITEANE ik 2%
GD32W51x User Manual.

- #fmcob set secmark 0 0 0x39

W H AESK (EFUSE)

- AETH. WURESER E LN, EFERS B NE RN FEEERE, —BERE
Jat Afgiz AT AESK I iR, JoikmaRiel BLN AESK 75 22 W 46 A2 Bl {5
PSR . B8 usctl i BITS 2 )5, AESK #i#ifE, A&, Fikar4
AESK H#a X J9ia il .

- #efuse set aesk 112233445566778899aabbccddeeff00

- # efuse set usctl 0x20
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2.2. QSPI Flash

B E3)7 0 (EFUSE)
- B RBINETF .
- #efusesetctl 1
B XERIEED (EFUSE)
- RUEETE ROM 2 B2l MBL B FIHER &, WRARERE, SAak
ik, WA JEER 2R,
- # efuse set tzctl 0xcO
B & ROTPK (EFUSE)
- ROTPK FIKIGUE MBL [ (24 FIE 10, & 074 71k 1E 7% #F 89 ATiE 134
JE/NTT, PUR A4 1 ROTPK /T ABSIE R AT (1) SDK A s iE B A E 1. % E tzetl
1 BIT2 2 J5, ROTPK #8ifE, AN Fin. Fiddr & ROTPK B vyt .
- # efuse set rotpk
fOcc01c8a384bdc8694b254f4dd3f8b86a25ae6ca2082c838e780e42¢c2b157a2
- #efuse set tzctl 4
B {fifE Trust Zone (EFUSE)
- #efuse set tzctl 1
B E AESK (EFUSE)
- ANIET, W ALEEER AL INE, TR ER S ENE S FEERNE, —HRE
Ja it Rfgiz T AESK I i LF, JoikmaREl. PLN AESK 75 22 a6, A Bl {5
FR AR . B8 usctl {1 BITS 2 )5, AESK #i#i(E, A&, Fikdar4
AESK L iE ) .
- #efuse set aesk 112233445566778899aabbccddeeff00
- # efuse set usctl 0x20
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3. [ - ) 1

3.1. IR

3.1.1. Keil uVision
N7 3 ARMCM33, @il %% uVision 5.25 & LA ERIfRA.

3.1.2. Python
L% Python3, %352 )5, 1817%SDK%\setup.bat, £ [ 5])% 35 ] {5 35 5 A 75 22 21 11
. IR Python BARANIN R G B PATH 1.

3.1.3. OpenSSL
RS2 Windows, @il23% OpenSSL1.1.1. M IhZ f5k OpenSSL 454 Il & G A 45 4%
B PATH 1,

3.2. LGRS
WA, —FRH) MR R .

3.2.1. HE

LR PR TEAS A = (I 4%, e 2 FLASH [ L. T B a & N A2 0L A 1.2. FLASH
A, System Status F1 User Data Xiffiff] OxFF #h4%, IMAGE1 A7l [# {4 (image-
mp.bin), IMAGEO 77 J* [E 14 (image-all.bin), Security Data 77 5 3 ¥¥E, 15140 23 iR 5%
WK MBARZIE PSS,

ke Ja, BOABREE 2T 1F. 2 se s, B Har S DI R A - [ 0F, i s
JaRERE T

ASORBI ) B LLR A ff) SDK Ay 2Eft, HAT LU R RF A

%A AROT;

WA Security Data;

AWHIET, MBLIETF1 NSPE iE15;

A FPATRE T BB IA B O EAS 5, MBL FEfHE %, PROT [E4HE 51 NSPE
(R

ASORGIRI ) ks T & 3.1, 4/ B AR » Forh [ i i i 20 B A
RE

10
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3.2.2.

3.3.

3.3.1.

B 3.1. M BEAeEsEE

‘ System Setting ‘ ;
MBL manifest
‘ UIE ‘ ,,,,,,,,,,, MBL cert
Padding with OxFF
IMAGE| PROT
oM 0 NSPE PROT manifest
bytes Padding with OxFF /\;?\,f\'\/\ NSPE manifest
p— ' NSPE cert
IMAGE T
1 |MPNSPE|
Padding with OxFF
VAR 4=

TR A28 IMAGEO 5% IMAGE1, X [E {58 LA IMAGE .47, PROT. AROT #1 NSPE
ZHBAEH. BT NSPE H2E i PROT. AROT $24EHIARS:, BRI Bk — &Rt
NSC J&, tHatmmks XM R A s, NSPE ML EH . % EF PROT. AROT [ i%
ROATRE/N, FHE FE R f 1 B, DR ol =38 B 7E — 15— S8 A ORI A b % AROT.

IMAGE A 5 H NSPE HIRMA S R

HH AL HTTPS POk Azt i i 55 X R 8B T e TR m BT & 3.2. FFR B 6
EA.

A 3.2. AZBEHEREE

HTTP header
‘ Packet 1 { PROT manifest
‘ Packet 2 ‘
IMAGE | NSPE manifest
...... NSPE cert
‘ Packet n ‘
Checksum
] A 2

AN 5 [ PR 0 T ST S92 DA B S PR L L 5 2
HEEHA

LA MBL i, W F & 3.3. [BfELF#C, MBL W4T FEF Payload #% £ 3L 78 [l i ok, 2

11



€

AN082
GD32W51x & a5 18 r

GigaDevice
P ERE
& 3.3. FEfarEig
‘ System Setting ‘
‘ MBL ‘ MBL Manifest ‘ Header ‘
‘ System Status ‘ ‘ Payload ‘
S ‘ Digest ‘
IMAGE 0 J MBL Certificate ‘ h
| PKHash |
‘ Signature ‘
‘ Measu}ement ‘
IMAGE 1
‘ Security Data ‘
‘ User Data ‘
3.3.2. FHRUEHAE R

FES BN B R, A AL E 1R YIRS SRR AR R LR T 5 R L83 X ATHE 4

—ILFEA R = ABENE, 5 ROT %5404, MBL 54355 1 NSPE 5404} . 75 34 il =15
WEFH, 25 ROT WE+H . MBL iEH A1 NSPE iE.

FTIF Window CMD % 1, )46 3 FH SR AR A7 B A ANIE T 1) H 3 % SDK %\scripts\images\, # T~k
RN ST i 425 B 10 25 A 5 FIE 1S

ROT Z4HX ALESH

£ ROT #4A%T: penssl req -key rot-key.pem -new -out rot-req.csr

12
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&l 3.4. AR ROT FF4AXS

D:*work~test>openssl req —newkey ED25517 —new —out rot—reg.cse
Generating a ED25519 private key

uriting new private key to ‘privkey.pem’

Enter PEM pass phrase:

Verifying — Enter PEM pass phrase:

You are ahout to be asked to enter information that will be incorporated
into your certificate request.

llhat wou are about to enter is what is called a Distinguished MName or a DH.
There are guite a few fields but you can leave some blank

For zome fields there will he a default value.

If you enter *.°',. the field will he left bhlank.

Country Hame <2 letter code? [AUl:cn

State or Province Mame (full name? [Some—Statel:js

Locality Mame <eg, city) [l:=z=

Organization Mame <eg, company} [Internet Widgits Pty Ltdl:gd
Organizational Unit Hame <{eg,. section?> [1:

Common Hame {e.g. server FQDN or YOUR name? [l:gigadevice.com
Email Address [1:

Flease enter the following ‘extra’ attributes
to be sent with your certificate reguest

A challenge password [1:

An optional company name [1:

THEE PEM %5, A SCERIMEH “12345678 7. ARG KA SIERIERMEE, K54
53 privkey.pem #il rot-req.csr. 1 privkey.pem #t /2 ROT A5, N T X4y, RAHEEEL
N rot-key.pem. BT AR LLEAIHER R, Bl RS ERAE R .

> move privkey.pem rot-key.pem

AR ROT HiEH:, HI'E 45 MBL E 54544

> openssl x509 -req -in rot-req.csr -signkey rot-key.pem -out rot-cert.pem -days 3650

B 3.5. A5 ROT iE$

D:“workstest>openssl x589 —req —in rot—reqg.csr —signkey rot—-key.pem —out rot—cer
t.pem —days 3658
Signature ok

zubject=C = cn, 8T = j=. » 0 =gd., CN = gigadevice.com
Getting Private key
Enter pass phrase for rot-key.pem:

rot-req.csr /ZiEBiEK, FA1ME M rot-key.pem H254 4= i rot-cert.pem.
X5 N B B K PEM %1% “123456787, 2 Ja4xf i rot-cert.pem.

He s

3814 ROTPK: > openssl pkey -in rot-key.pem -pubout -out rot-key.txt -text

18 ) LT f0 i A 3515 rot-key.txt, WU & 3.6. ROT #£/425, i) “pub” #MRAE
TR, EAKR T ERE R EFUSE f) ROTPK.

13



e AN082

GigaDevice GD32W51x ‘%4 i s {am

K 3.6. ROT FHHEA

————— BEGIN FUBLIC EEY——
NCowBQYDE ZVwAvELAxF fWd jpDF tvWrk9HvPest U9 jk+F cPAQELI 1 CsTTZNPE=
————— END PUBLIC EEY———
ED25519 Private—Eew:
priv:
doibarloiee:d9:baicd i BeB67:30:b3: 1d i caae ed;:
OF:fh:56:12:62 aa:2c: 389290 B6:8d 1a2 08 50
26:29

pub:
BE:11:55:09:d8:e9:0c:bb 6 006 b9: 3d: fa: 3 e0;
bl:0f:54:f6:39:53e:15:c3:d0:e9:b2:22:0a:c5:19:
30:f4

MBL Z 43X FIESS
AR MBL % 4H%: > openssl req -newkey ED25519 -new -out mbl-req.csr

B 3.7. AR MBL Z4x%}

D:~workstest>openssl req —newkey ED255%1% -—new —-out mbl-reg.cspe
Generating a ED25519 private key

writing new private key to ‘privkey.pem’

Enter PEM pass phrase:

Uerifying — Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate reguest.

hat you are about to enter is what is called a Distinguished Mame or a DH.
There are guite a few fields but you can leave some blank

For zome fields there will bhe a default value.

If you enter *.*, the Field will be left hlank.

Country Mame <2 letter code? [AUl:cn

State or Province Name <(full name?> [Some—-S3tatel:-js

Locality Mame <eqg, city) [l:s=

Organization Mame {eg. company} [Internet Widgits Pty Ltdl:gd
Organizational Unit Name {eg, section) [l-gigadevice.com
Common Mame <e.g. server FQDN or YOUR name) [l:gigadevice.com
Email Address [1:

Fleaze enter the following ‘extra’ attributes
to be sent with your certificate request

A challenge password [1:

An optional company name [1:

BAT I 2153 privkey.pem Al mbl-req.csr. N T [X 43, AT privkey.pem F 44 >4 mbl-key.pem.
> move privkey.pem mbl-key.pem

£ MBL EF: > openssl x509 -req -in mbl-req.csr -out mbl-cert.pem -signkey mbl-key.pem
-CA rot-cert.pem -CAkey rot-key.pem -CAcreateserial -days 3650

14
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E 3.8. Ak MBL iEH

D:~workstest>openss]l x589 —req —in mbl-reg.csr —out mbl-cert.pem —signkey mhl-ke
y.pem —GA rot—cert.pem —-CAkey rot—key.pem —CAcreateszerial —-days 36508
Signature ok

subject=C = cn, 8T = j=s. = = gigadevice.com,., CH = gigadevice.co
m

Getting FPrivate key

Enter pass phrase for mbhl-key.pem:
Getting CA Private Kewy

Enter pass phrase for rot—key.pem:

1247 Y JG AE 1 mbl-cert.pem.

NSPE Z 5% AHEH

A NSPE #%4H%f: > openssl req -newkey ED25519 -new -out nspe-req.csr
& 3.9. 4 NSPE F4I%t

D:“workstest>openssl req —newkey ED2551% —new —out nspe—-req.csp
Generating a ED25517? private key

writing new private key to ‘privkey.pem’

Enter PEM pass phrase:

Uerifying — Enter PEM passz phrasze:

You are about to be asked to enter information that will be incorporated
into your certificate reguest.

lhat you are ahout to enter is what is called a Distinguizhed Mame or a DH.
There are guite a few fields but you can leave some hlank

For zome fields there will be a default value,

If you enter '.’,. the field will he left hlank.

Country Hame (2 letter codel [AUl:cn

State or Province Mame (full name? [Some—Statel:js

Locality Mame <eg, city)> [l:s=

Organization Mame <eg, company?} [Internet Widgits Pty Ltdl:gd
Organizational Unit MName (eg. section)> [1:

Common Mame (e.g. server FQDN or YOUR name? [l:gigadevice.com
Email Address [1:

Fleaze enter the following ’'extra’ attributes
to be sent with your certificate reguest

A challenge password [1:

An optional company name []1:

BT 2153 privkey.pem Al nspe-req.csr. N T X453, FATHE privkey.pem ¥ 4N nspe-
key.pem.

> move privkey.pem nspel-key.pem

£ NSPE iE15: > openssl x509 -req -in nspe-req.csr -out nspe-cert.pem -signkey nspe-
key.pem -CA mbl -cert.pem -CAkey mbl-key.pem -CAcreateserial -days 3650

15
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3.3.3.

& 3.10. 45 NSPE iE+5

D:workstest>openss]l x58% —reqg —in nspe—reqg.csyr —out nspe—cert.pem —signkey nspe
—key.pem —CA mbl-cert.pem —CAkey mbhl-key.pem —CAcreateserial —days 3658

Signature ok
=ubject=C = cn,. 8T = j=.

Getting Private key
Enter pass phrase for nspe—key_pem:
Getting CA Private Hey
Enter pass phrase for mbhbl-key.pem:

1217 Y JE A i nspe-cert.pem.

FR R B B A

FiRI B B 4RI % SDK%\config\config_gdm32.h,
BB thhl, 2 B2 SRAM HiLK,

B, %

= gigadevice.com

% = B2 FLASH #i%l,

WF A 3.11. A E A A5 R0
%@&Eﬁﬁmﬁo%

A DIARYE T E B S2br 7 BRI T E . briE N “Keep unchanged!” HIATASBEIE L, 1X 34>

B R RE 1Y o
R ATHATRE T

7o, BB, B4

FLASH #Xil i) Eﬁzxj} WG BB — A3

Bl 3.11. M e B S

MR, #Ra RIS

1 * REGION DEFINE */

2 #define RE_FLASH BASE S

3 #define RE_FLASH BASE NS

4 #define RE_SRAM BASE S

5 #define RE_SRAM_BASE_NS

&

7 * SRAM LAYOUT */

8  #define RE_SHARED DATA START
o #define RE_MEL DATA START
18  #define RE_PROT DATA START
11 #define RE_AROT_DATA START
12 #define RE_NSPE_DATA START
13
14 “ FLASH LAYEROUT */
15 #define RE_VTOR_ALIGNMENT
16  #define RE_SYS SET OFFSET
17 #define RE_MBL_OFFSET

18 #define RE_SYS_STATUS_OFFSET
19 #define RE_IMG_@_PROT_OFFSET
28 #define RE_IMG @ AROT OFFSET
21 #define RE_IMG_© NSPE_OFFSET
22 #define RE_IMG_1_PROT_OFFSET
23 #define RE_IMG_1_AROT_OFFSET
24 #define RE_IMG_1_NSPE_OFFSET
25 #define RE_IMG_1_END_OFFSET
26  #define RE_SST_OFFSET

27 #define RE_AUDIT OFFSET

28

29 /* FW_VERSION */

38 #define RE_MBL_VERSION

31 #define RE_PROT_VERSION

32 #define RE_AROT_VERSION

33 #define RE_NSPE_VERSION

34

gxaceasoas
gx@80a0008
Bx30000008
gx200a0000

8xa26e
Ox8ADe
Bx@A28
BxEGBQ
BxkEgea [/

B8x266
Bx8
gxleee
B8x8800
gxABee
8x340880

8x3apea //

BxFBea6

8x12020
gx12000
8x1Dboeae
Bx1F5e00
8x1FFese

gxaleaooas
gxaleaooas
gxegeanoal
gx@leesoas

/* Keep
/* Keep
/* lKeep
/* lKeep

/* !Keep
/* Keep

ax4Bae

/* Keep
/* Keep
/* lKeep

// Bexleeeoe

unchanged!
unchanged!
unchanged!
unchanged!

unchanged!
unchanged!

unchanged!
unchanged!
unchanged!

£V, SRAM A

16
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3.3.4. AHATEF AR
7 %SDK%\ MultiProject.uvmpw, 4% F|=/ Project, #X/& MBL. PROT #1 NSPE. &
D9 B2, W LAAE % B it H A5 204 S AXF SCFE, Bl mbl.axf, prot.axf 1 nspe.axf.
XA SOPFAE T T — AN 2715 2 FH R i A B — gk o) ST A
3.3.5. A PATIR P33

FEAFTHATREF B3 AR RN AXF SCFEA AT BLR 803 FLASH J247 19 8 i) S0 HEX
SO, AR SRS T E G A E AR, WRTRE, WaREE .

U SRAAE VRN B A B RR A0S, W DL Rkl YA T . BRI AR D& AE afterbuild
ARSI, g IERERE S 4 HAhistT, A fE B A
B
%SDK% \ scripts \ imgtool \H & 7 —2& iy Python 5 /M T R
imgtool.py: AT HATFEFF I —BE | SO N AR L, FEHET
hextool.py: K —HEHI SO0 Intel HEX, 5 {8 BLEEd F JLINK T #;
aestool.py: it Z il ST AES-CTR %
sysset.py: £/l System Setting ] ki S+ sysset.bin.
BELRE
LA NSPE Afil, et f2an T
B ESEAN AXF SRt k] BIN ST
- > C:\Kei_LvB\AARM\ARMCC\bin\fromelf.exe --bin --8x1  --bincombined --
output=.\freertos \nspe.bin .\freertos\output\nspe.axf

By nspe.bin RO {5 HAHE T
- > python %IMGTOOL% sign --config %CONFIG_FILE% *

-k %CERT_PATH%\nspe-key.pem "

-P %KEY_PASSPHRASE% "

-t "NSPE" A

--cert %CERT_PATH%\nspe-cert.pem "
\freertos\nspe.bin *

%OUTPUT _IMAGE_PATH%\nspe-sign.bin

- H1%CONFIG_FILE%Jt £ 5 % SDK%\config\config_gdm32.h, 7 £H 25 [&] 44 3k F i
B AR A S

- nspe-key.pem 2 NSPE ZEHXIFHEF /N TR A ) NSPE #A%H, HIok4: NSPE
[ {2542

- “12345678” A E X MBL PEM ] T %15
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3.4.

3.4.1.

- “NSPE” Zfa4uilEfr A, HAbrA “MBL”, “PROT” #1 “AROT”;
- nspe-cert.pem il i& NSPE Z£HX ANIE /N7 A4 i) NSPE iE 1.

B A AT
- > python %AESTOOL% --c %CONFIG_FILE%

-t "IMG_%INDEX%_NSPE" *
-i %OUTPUT_IMAGE_PATH%\nspe-sign.bin *
-0 %OUTPUT_IMAGE_PATH%\nspe-sign%AES_SUFFIX%.bin »

-k %UAESK%
- BTk A M REAE S b A, X B R 8 "IMG_%INDEX%_NSPE" % Y
M%CONFIG_FILE %K 248 S FT AT FR 7 RS df A% uhik,  VE i 48
- %AESK% I, FERBesF] EFUSE 1) AESK {fFF—5L.
B N HEX SCfF (rig, an SRR @ JLINK BBl R 305
- > python %HEXTOOL% --c %CONFIG_FILE%

-t "IMG_%INDEX%_NSPE"
-e %SREC_CAT% "
%OUTPUT_IMAGE_PATH%\nspe-sign%AES._SUFFIX%.bin *

%OUTPUT_IMAGE_PATH%\nspe-sign%AES _SUFFIX%.hex

- [ L, #iL"IMG_%INDEX%_NSPE"Z:7 )\ %CONFIG_FILEY% 4% Hi A7 . 1) AT $04 T
FE P UG i A% M bk IR bl 45 22 [ 47 T80 400 0k i bl

- B4axt iRl nspe-sign-aes.bin £4%SREC_CAT% (srec_cat.exe), *Ef% Intel
HEX # 330 nspe-sign-aes.hex.

5 NSPE Hydst 3 i FEAH LG, MBL (1) 35 35300 75 B2 i — 30, /2 J6 4 B sysset.bin, 28 J5 ) mbl.bin
A 1E—E KA mbl-sys.bin 2 5 FHEAT UL E1R1E.

AfterBuild 74

AR, B4/ERE Project H 3 T xxxx_afterbuild.bat 545 1, %141 NSPE, #] LA
AHR I nspe_afterbuild.bat kA E LLFid 2.

ffH KEIL 47 BF1X £ Project B, 2 H3I1E %% 35 AT xxxx_afterbuild.bat SC4F,  H 20 58 B[]
PEEFSE, 1320 R ) 3k SOk

[ 3T &

TETHR

gentool.py: A4 EFRed i E AT A, AR BEE R,
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3.4.2. EARCRUN

mH

python gentool.py --config ..\..\config\config_gdm32.h --sys set ..\images\mbl-
sys.bin --nspe_0 ..\images\mp-sign.bin --prot_1 .\images\prot-sign.bin  --
nspe_1 ..\images\nspe-sign.bin -o ..\images\image-all-release.bin

B H T EBER, B Window Command 4 & I HUT L Efr 4. 1
PAT AT L Z AT, TS ELF SDK P AT HATREFF B, IR R A AT 1 7 D0 [ - 2%
4 J5 155 mp-sign.bin # N1 $]%SDK% \ scripts\images \ H3% T, #&J5¥ Command
& AR H FV1#: $]%SDK% \ scripts \ imgtool \, #47PL_Edr & Ri],

m SR

> python %GENTOOL% --config %CONFIG_FILE% "
--prot_0 %OUTPUT_IMAGE_PATH%\prot-sign.bin *
--nspe_0 %OUTPUT_IMAGE_PATH%\nspe-sign.bin *
-0 %OUTPUT_IMAGE_PATH%\image-%VERSION%.bin

TF4if48 nspe_afterbuild.bat At £ [ 54 .
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4.

[ - 2%

fERA) SDK B H$Eft T ota_demo.c, H P {EF K H O OTA FRIGES, AILAZZ% . X A7
RIGEGE DR T —A HTTP IR552%, R HrE s 7 s as L.

F AT LS SO Ik % DOWNLOAD_URL K 58 Mo [ 48 e B St si st B
ek 4485 i3 1 ) ota_demo(bin_name)f& itk .

{7 AR LA TR AR U0 T

1)

2)
3)
4)
5)
6)
7
8)

9)

W% 1 Se 8 M ATEAT I IMAGE J2& 0382 1, IR 24a02 0, WHARREMEN1, K2
M 0;

WA ER HTTP IR4548 @57 TCP &,

W% M AR 45 4% K% HTTP Request;

Jik 5% 231 . HTTP response 200 OK, K IMAGE [& {44y F 3% H K
BB T NS PR B AR RS A B EE, THRUCK 7 i NSRS i3 FLASH;

PR 25 2R AE [ A CL B Ak S AR T, A%k [ A R AR B T 5

AR 2 f5, BB AR S A0 B 1 FLASH P 25 11 SR 30 Ak AT Eh st s

B8 ARV H Arke S A7 B 1) Image Status & NEW, 47714747 & ) Image Status iy
Old;

HE;

10) MBL SRR FREFHMREA, RIS, Bk 205 [ Fs AT
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Important Notice

This document is the property of GigaDevice Semiconductor Inc. and its subsidiaries (the "Company"). This document, including any
product of the Company described in this document (the “Product”), is owned by the Company under the intellectual property laws and
treaties of the People’s Republic of China and other jurisdictions worldwide. The Company reserves all rights under such laws and
treaties and does not grant any license under its patents, copyrights, trademarks, or other intellectual property rights. The names and

brands of third party referred thereto (if any) are the property of their respective owner and referred to for identification purposes only.

The Company makes no warranty of any kind, express or implied, with regard to this document or any Product, including, but not
limited to, the implied warranties of merchantability and fitness for a particular purpose. The Company does not assume any liability
arising out of the application or use of any Product described in this document. Any information provided in this document is provided
only for reference purposes. It is the responsibility of the user of this document to properly design, program, and test the functionality
and safety of any application made of this information and any resulting product. Except for customized products which has been
expressly identified in the applicable agreement, the Products are designed, developed, and/or manufactured for ordinary business,
industrial, personal, and/or household applications only. The Products are not designed, intended, or authorized for use as components
in systems designed or intended for the operation of weapons, weapons systems, nuclear installations, atomic energy control
instruments, combustion control instruments, airplane or spaceship instruments, transportation instruments, traffic signal instruments,
life-support devices or systems, other medical devices or systems (including resuscitation equipment and surgical implants), pollution
control or hazardous substances management, or other uses where the failure of the device or Product could cause personal injury,
death, property or environmental damage ("Unintended Uses"). Customers shall take any and all actions to ensure using and selling
the Products in accordance with the applicable laws and regulations. The Company is not liable, in whole or in part, and customers
shall and hereby do release the Company as well as it's suppliers and/or distributors from any claim, damage, or other liability arising
from or related to all Unintended Uses of the Products. Customers shall indemnify and hold the Company as well as it's suppliers
and/or distributors harmless from and against all claims, costs, damages, and other liabilities, including claims for personal injury or

death, arising from or related to any Unintended Uses of the Products.

Information in this document is provided solely in connection with the Products. The Company reserves the right to make changes,

corrections, modifications or improvements to this document and Products and services described herein at any time, without notice.

© 2023 GigaDevice — All rights reserved
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